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1) How to register via login.virtusa.com

Step 1: Go to login.virtusa.com and click ‘Register Now’

LOGIN

Remvote o &

[Q Web Access & Manage My [ Mobile Access o Cloud Access
Account

Connect temotely to corporate apps * Register for Multl-Factor * Get all apps on Company Portal * Access cloud environments

without VPN * Authentication (MFA) socurely.

Entoll on the Bring Your Own Device
A single entry point to securely

«d

resot and secure appiication access

* Reset your password or unlock
your account

This enables self-service Passwo

accoss ol cloud resources o

Connect remotely to all corpomte
apps * Reset forgotten of expired password,

it 1ollowing

(This feature will soon be

login attempts (for MFA

de acated)
deperecated) S ard Gt

e o

Important note: Steps 2 to 4 is only applicable for New Joiners registering for the first time. If you are an
existing user already registered for MFA, please refer the steps under section 2.
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Step 2: Login using your Virtusa credentials and click ‘Next’

& loginmcrosoftonhine.com

Step 3: Click ‘Next’

virtusa
-.-'- virtusa.corm
More information required

Your organization needs more information to keep

your actcount secure
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Step 4: You would be asked to first configure the Authenticator app. Click ‘Next’ to continue with

configuring the Authenticator app or select ‘| want to setup a different method’ to configure a different
authentication method

Keep your account secure

Your organization requires you 1o set up the following methads of proving who you are.
Methad 10f 2: App

o 2

App Phane

Microsoft Authenticator

0 Start by getting the app
On your phane, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose “Next”.

want ta use a diferent authenticator app

—

Note: If you click ‘1 want to setup a different method’ you will be redirected to the below screen.
Continue with the steps in this screen to complete your registration.

Choose a different method

Which method would you like to use?

Choose a method

Email
Phone
Authenticator app

Security questions

Note: Once the registration is completed, you will be redirected to the My Sign-ins page to add in more
authentication methods.

2 Overview SeCUI’Ity |nf0

These are the methods you use to sign into your account or reset your password.
b Security info

Default sign-in method: Phone - text +94 772920018 Change
3 Organizations
-+ Add sign-in method

2 Devices
Q. Phone +94 772920018 Change Delete
5 Privacy
® Micro!
Push r
B Email
7 Securi

Lost device? Sign out everywhere
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2) How to add additional methods

Important: It is a mandatory requirement for Virtusa employees to register for a minimum of 04
authentication methods from the below list, to enable self-service password reset and gain secure
access to Virtusa applications.

Method 1: Authenticator app

Method 2: Mobile Phone (Text or call)
Method 3: Personal e-mail

Method 4: Security questions

Method 5: Alternate Phone (Text or call)

N NI NI NN

Method 1: Authenticator app

Step 1: Go to ‘Security Info’, click ‘+ Add sign-in method’ and select ‘Authenticator app’

Add a method

Which method would you like to add?

[ Choose a method

I Authenticator app I

Phone

Alternate phone
Security questions
Security key

Office phone

Transform the way we work, learn, share and connect.
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Step 2: Click ‘Add’

% Comien Security info

These are the methods you use to sign into your account or reset your password.

~» Security info
=3 QOrganizations Default sign-in method: Phone - text +94 771234567 Change
=1 Devices - Add method

Add a method
S Privacy % Phone

Which method would you like to add?

v

Cancel

Authenticator app

Step 3: Download the Microsoft Authenticator app on your mobile device and click ‘Next’ in the
registration portal once the installation is completed on your mobile

Security info

s yo

to your account or reset you

These are the mett

A 779142094 Channa

Default simn-in mathad: D

1 Devices Microsoft Authenticator
-+ Ad

3 Pprivacy & Start by getting the app

On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose “Next".

e

| want to use a different authenticator app
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Step 4: Open the Microsoft Authenticator app on your mobile device

9:110@ wil = ==

< Search

Microsoft Authenticator

Protects you e identity

&b th
4.9 4+ No.12
% ek kok ears Old Productivit Microsol

What's New Version History
v 671 g

We're always working on new features, bug fixes, and
performance improvements. Make sure you stay updated with
the latest version for the best authentication experience.

Preview

More security, for Signinv
all your accounts your ph

= Authenticator b=

Dropbox
895823
Stack

) 30651 ¢
o

B S

Step 5: Click ‘Next’ in the registration portal

Security info

Default cirin_in mathnad: Dhans _ avt

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”.

Eace
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Step 6: Tap ‘Allow’ to receive Notifications on the mobile app

“Authenticator” Would Like to
Send You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Step 7: Tap ‘Add account’

Accounts

Ready to add your
first account?

Step 8: Select “Work or school account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

=] Personal account

7

=. Work or school account

Other (Google, Facebook, etc.)

I |
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Step 9: Tap ‘OK’ to allow Access the Camera notification and scan the QR code which is displayed in the

portal using your mobile

< Back Scan QR code

“Authenticator” Would Like to
Access the Camera

May be needed to scan QR code to
add a new account

Don't Allow OK

Step 10: Click ‘Next’ in the registration portal after you scan the QR code from your mobile

Security info

These are the methods you use to sign into your account or reset your password.

Default ~
Microsoft Authenticator

+ Ad

4 Privacy %

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the
Microsoft Authenticator app with your account.

ok

AT

After you scan the QR code, choose "Next".
Can't scan image?

Back Next

Note: You will be directed to the below screen in the registration portal and a notification for approval
will be sent to your mobile. If the approval notification doesn’t appear on your mobile in 30 seconds go

‘Back’ and repeat the steps.

2, Overview . .
Security info
I » Security info These are the methods you use to sign into your account or reset your password

=3 Organizations Default cinn-in mathad: Dhana - tavi =04

Microsoft Authenticator

Devices + Ad

Let's try it out

Approve the notification we're sending to your app.

Back

10
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Step 11: Tap ‘Approve’ in the Approve sign-in notification on your mobile

Approve sign-in?
Virtusa

Step 12: Click ‘Next’ in the registration portal once the notification is approved

My Sign-Ins

2 Overview . -
Security info
& Security info These are the methods you use to sign into your account or reset your password.
] Organizatlons Default cinn_in mathad: Dhana - tavt 204 772142004 Fhanna
1 Devices s Microsoft Authenticator
& Pprivacy & - Let's try it out

Approve the notification we're sending to your app.

'\i"r/) Notification approved

Back Next

Important note: If you do not have the Authenticator app listed in the sign-in methods drop down in the
registration portal, visit byod.virtusa.com to enroll your mobile device with Virtusa. Once you are mobile
enabled and have the Authenticator app installed on your phone, it will be available in the registration
portal under sign-in methods.

11
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Method 2: Mobile Phone (Text or call)

Step 1: Select ‘Phone’ from the list

Add a method

Which method would you like to add?

Choose a method

Authenticator app

Alternate phone
Security questions
Security key

Office phone

Step 2: Enter your details and click ‘Next’

Phone

You can prove who you are by answering a call on your phone or
texting a code to your phone.

What phone number would you like to use?

Sri Lanka (+94) Enter phone number

(@) Text me a code

O Call me

Message and data rates may apply. Choosing Next means that you
agree to the Terms of service and Privacy and cookies statement.

Transform the way work, learn, share and ¢
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Step 3: Complete the below step and click ‘Next’

Phone

Please show you are not a robot.
3\5

JDLG3KIJ5

Step 4: Enter the digit code you have received via Text/Call and click ‘Next’

Phone P

We just sent a 6 digit code to +94 772920018. Enter the code below.
437898

Resend code

N - |

13
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Method 3: Personal E-mail

Step 1: Select ‘Email’ from the list

Add a method

Which method would you like to add?

Choose a method

Authenticator app

Alternate phone

Email

Security questions
Security key

Office phone

Step 2: Click ‘Add’

,Q, Overview

Security info

5y Security info These are the methods you use to sign into your account or reset your password.
B3 Organizations Default sign-in method: Microsoft Authenticator - notification Change
L Detices + Add method
8 Privacy Add a method
Y % Phone hange

Which method would you like to add?

©@  Microsoft Authenticator

Email ¥

Cancel

14
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Step 3: Enter the preferred email address and click ‘Next’

My Sign-ins

Q. Overview

Security info
» Security info These are the methods you use to sign into your account or reset your password.

E=d Organizations Default sign-in method: Microsoft Authenticator - notification Change

L1 Devices A
Sl Add method

) Privacy % Bhone Email hang

) Microsoft Authenticator What email would you like to use?
| Jjohn.smith@gmail.com

Step 4: Enter the code received to your email and click ‘Next’

Overview S . t . f
| 7 Security info These are the methods you use to sign into your account or reset your password.
E=3 Organizations Default sign-in method: Microsoft Authenticator - notification Change
Kl Devices

Add method
& Privacy &_} . Email

We just sent a code to john.smith@gmail.com
332649

&

Resend code

Back

15
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Method 4: Security questions

Step 1: Select ‘Security questions’ from the list

Add a method

Which method would you like to add?

Choose a method

Authenticator app
Alternate phone

Email

Security questions

Security key

Office phone

Step 2: Click ‘Add’

. Overview

Security info

’ % Security info These are the methods you use to sign into your account or reset your password.
=3 Organizations Default sign-in method: Microsoft Authenticator - notification Change
3 Bevices —+ Add method
o Add a method
= Y % Phone hange

Which method would you like to add?
6 Microsoft Authenticator

Security questions 23

=1 Email hange

Cancel Add

16
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Step 3: Select the preferred questions, fill in the answers and click ‘Done’

Security info

anizatio Default sign-in method: Micros

=3

Method 5: Alternate Phone (Text or call)

Security questions

In what city was your father born?

California

In what city was your mother born?
New York
What is your father's middle name?

Jeremy

What is your mother's middle name?

Anne

What was the name of your first pet?

Molly

Note: Follow the same steps as shown in Method 2: Mobile phone.

rm the way we work, learn, share and connect.

Cancel
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3) How to enable Phone Sign-In

Important: This is only for Virtusa enrolled mobile device users

You can use phone sign-in password-less authentication to easily sign in to your Virtusa
applications. Instead of typing Virtusa domain password, you can now enter only two digits to
have seamless secure login. To set up the configuration:

Step 01: Open the Microsoft Authenticator app in your Virtusa enrolled mobile phone and
select ‘Set up phone sign-in’

ZREOES + FOO® @ 49450

“ b3

@ Virtusa
@Virtusa.com

Notifications enabled
: v sve natifications

One-time password code

® 694 120

Set up phone sign-in
[g et up pi g

Sign in without a password

9, Change password >
3 Update security info >
O Review recent activity >

Step 02: Once you are prompted to enter the password with the application login, select ‘Other
ways to sign-in’

virtusa

Enter password

ez
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Step 03: Click ‘Approve a request on my Microsoft Authenticator app’ to change the
authentication mode to phone sign-in

virtusa

Choose a way to sign in

19
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